
Stop Robocalls  
and Spoofing 
And maybe some revenge is possible 



	

Threats 
Coercion 
Freeze Accounts 
Lies 
Demand MONEY 
 
FEAR 
 



Robocall 
A robocall is a phone call that uses a computerized autodialer 
to deliver a pre-recorded message, as if from a robot.  
Robocalls are often associated with political and telemarketing 
phone campaigns, but can also be used for public-service or 
emergency announcements.  
§ Legal – school hires a company to send out messages 

announcing school closures and the company uses the 
school phone number and ID so parents will answer the 
phone. 

§  Illegal – so much more 



Spoofing 
•  Spoofing is when a caller deliberately falsifies the information 

transmitted to your caller ID display to disguise their identity. 
•  Scammers often use neighbor spoofing so it appears that an 

incoming call is coming from a local number, or spoof a 
number from a company or a government agency that you 
may already know and trust.  

•  If you answer, they use scam scripts to try to steal your 
money or valuable personal information, which can be used 
in fraudulent activity. 



What the FCC Says 
§ Unwanted calls – including illegal and spoofed robocalls - are 

the FCC's top consumer complaint and our top consumer 
protection priority. These include complaints from consumers 
whose numbers are being spoofed or whose calls are  being 
mistakenly blocked or labeled as a possible scam call by a 
robo call blocking app or service.  

§ https://www.youtube.com/watch?
v=jygyuBXb8uc&feature=youtu.be 

§ https://www.youtube.com/watch?v=yoZe3k5cs5I 

§ https://www.fcc.gov/consumers 
 



Consumer Tips to Stop Unwanted 
Robocalls and Avoid Phone Scams  
§ Don't answer calls from unknown numbers. If you answer such a 

call, hang up immediately. 
§ You may not be able to tell right away if an incoming call is 

spoofed. Be aware: Caller ID showing a "local" number does not 
necessarily mean it is a local caller. 

§  If you answer the phone and the caller - or a recording - asks 
you to hit a button to stop getting the calls, you should just hang 
up. Scammers often use this trick to  identify potential targets. 

§ Do not respond to any questions, especially those that can be 
answered with "Yes." 

§ Never give out personal information such as account numbers, 
Social Security numbers, mother's maiden names, passwords or 
other identifying information in response to unexpected calls or if 
you are at all suspicious. 



Stopping Bad Robocalls Act  
§  A crackdown on robocalls moved one step closer after the House voted 

429-3 to increase consumer 
protections against the unsolicited and annoying phone calls. 

§  The bill, known as the Stopping Bad Robocalls Act, builds on the 
TRACED Act passed by the Senate in May. The House and the Senate 
now need to reconcile the two bills before sending the legislation to the 
White House for the President’s signature. That's expected to happen in 
the fall. 

§  The House bill calls for the FCC to create—within 18 months of the 
law's enactment—guidelines for a system callers and consumers alike 
can use to easily report incorrectly blocked calls. Here are some of the 
other provisions: 

§  Free robocall blocking. Last month, the FCC voted to allow carriers, 
including the Big Four—AT&T, Verizon, T-Mobile and Sprint—to take 
more aggressive steps to block suspected spam and scam calls, 
removing legal impediments that had prevented automatic enrollment in 
call-blocking services offered by the companies. The new House bill 
stipulates that those blocking services must be provided to consumers 
“with no additional line item charge.”  



What Phone 
Companies are 
Doing – Not Much 
§ Free apps will very limited scope 
§ Fee (paid) apps that might work 

§ All spam 
§ Only 1 identified 

The blocking and tracking firm 
Truecaller estimates that consumers lost 

$10.5 billion to phone scams in 2018. 



Silence Unknown 
Callers 
& Block Calls 

§ Both iPhone and Android 
§ Works, but not proactive 
§ Still get spam and robocalls 
 



Don't Just Block Spammers, 
Get Revenge 

	
https://www.robokiller.com/ 



Don't Just Block 
Spammers, Get 
Revenge 
 
Calls being blocked 
Option to report as spam 
 
Not really transparent as to costs, 
free for one month 
Cost $29.95/year 
 

https://www.robokiller.com/ 



Even the most radical and innovative 
solutions for robocalling can only 

control and manage the problem—it's 
not something that can ever be fully 

solved. But with the tools at your 
disposal, plus those coming soon from 

the FCC and carriers, the worst is 
hopefully behind you. 



Boomer Tech 2020 
 
1/9/20   Stop Robocalls. Need I say more? 
1/16/20   Word Processing and Spreadsheets 
1/23/20   Pitch Day! Photos on your phone or tablet 
1/30/20   Security on the web. Safe passwords, phishing scams, how to protect your identity 
2/6/20   Gadgets for living: Apple Watch, Alexa, Google Home, Ring 
2/13/20   E-readers – Download the Kindle reader to almost any devices, access Overdrive. 
Com and have open access books online from sellers like Amazon and, even better, free from 
your local library. This includes books and audible books. 
2/20/20  How to text: voice commands, google assistant/siri 
2/27/20  How to use Google Maps to help someone find you and other uses for your phone 
3/5/20  Spring Cleaning - physically and electronically 
3/12/20  Spring Break 
3/19/20  Spring Break 
3/26/20  Pitch Day: Gift buying ideas for your grad (or just because) – what to buy and 
where to buy it 
4/2/20  Sending Money: Paypal etc 
4/9/20  Cutting the cord – Are you paying Comcast $200+ per month? Learn how to cut 
your monthly bill in half 
4/16/20  Online Learning: Where to go when you're confused or need tech help! 
4/23/20  Daily Text Messages w/ Alexa/Google Home 
4/30/20  Tablets and Low Cost Computers 
5/7/20  Pitch Day 
5/14/20  Last day of TAP 


